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PEN 
004 

Failure to 
maintain a high 
quality member 
database. 

Operational Poor or non-
existent notification 
of member data by 
Scheme 
employers. 

Incorrect records, 
incorrect benefit 
estimates, potentially 
incorrect pension 
benefits being paid. 
Scheme members 
access wrong 
information via self-
service. Loss of 
reputation, more 
complaints, poor 
performance. 

Director of 
Resources 
and s151 
Officer 

Fund continues to 
work with employers 
to improve data 
quality.  Pro-active 
checks when benefits 
are calculated.  
Membership 
information is 
checked as part of 
year-end processing 

4 2 8 

Medium 

Key aim of the 
Pension 
Administration 
Strategy is to 
engage employers 
in the use of i-
Connect. 

Kevin 
Taylor 
 Philip 
Boyton 

March 2021 4 1 4 

Low 

March 
2020 

PEN 
011 

Loss of key 
staff. 

Operational The specialist 
nature of the work 
means some staff 
have become 
experts in the 
LGPS regulations 
and investment 
policies. 

If someone leaves or 
becomes ill a big 
knowledge gap is left 
behind. 

Director of 
Resources 
and s151 
Officer 

In the event of a 
knowledge gap 
external consultants 
and independent 
advisors can help in 
the short-term. 

4 2 8 

Medium 

Loss of key staff in 
2023 has been 
highlighted at an 
early stage in order 
to consider 
appropriate 
succession 
planning. 

Kevin 
Taylor 

Ongoing 2 2 4 

Low 

March 
2020 

PEN 
017 

Inability to 
return the 
Funding Level 
to 100%. 

Strategic Lack of proper 
strategy to achieve 
100% funding 
level.  Actual 
investment returns 
fail to meet 
expected returns. 

Fund remains 
underfunded and 
employer contribution 
rates increase. 

Director of 
Resources 
and s151 
Officer 

Fund has published 
Funding Strategy 
Statement.  Deficit 
recovery plan 
implemented 
following 2010 
valuation.  Fund 
regularly monitors 
investment returns 
and the Actuary 
provides a funding 
update each month. 

4 2 8 

Medium 

Regular 
performance 
updates received 
from LPPI Ltd. 

Kevin 
Taylor 

Ongoing 4 1 4 

Low 

March 
2020 

PEN 
025 

Inability of 
Scheme 
employers to 
meet their 
obligations. 

Strategic When a Scheme 
employer no longer 
has any active 
members a 
cessation valuation 
is triggered and an 
exit payment 
required if a 
funding deficit 
exists to meet 
future liabilities. 

Failure to collect 
cessation payments 
means the cost of 
funding future 
liabilities will fall to 
the Fund and 
therefore all Scheme 
employers that 
remain in it meaning 
a potential increase 
in employer 
contributions. 

Director of 
Resources 
and s151 
Officer 

The Pension Fund 
Panel has authorised 
officers to take 
appropriate steps to 
review employer 
covenants and take 
the necessary action 
to mitigate the impact 
that the failure of one 
Scheme employer 
can have on all other 
Scheme employers. 

3 2 6 

Medium 

LPPI Ltd assessing 
risks. 

Kevin 
Taylor 

Ongoing 3 1 3 

Low 

March 
2020 
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PEN 
030 

Cyber attack Strategic Systems not 
protected from 
unauthorised 
access or being 
otherwise 
damaged or made 
inaccessible.  

Complete breakdown 
of services with 
potential permanent 
loss of personal data. 

Director of 
Resources 
and s151 
Officer 

System provider has 
robust accredited 
solutions in place to 
ensure any cyber-
attack can be 
identified and 
prevented. 

4 2 8 

Medium 

Aquila Heywood 
continuously 
monitor and test 
systems to ensure 
compliance with 
expected 
standards.  

Kevin 
Taylor 
 Philip 
Boyton 

Ongoing 4 1 4 

Low 

March 
2020 

 


